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1. Overview

Internet has been growing quickly as more people understand the convenience and
efficiency of using it to communicate with others. Multi-homing network that utilizes
multiple ISP links to the Internet, usually through multiple Internet Service Providers
(ISPs,) has been widely used to provide guaranteed uptime and reliable Internet
access

This multi-homing architecture provides more resilience, but it brings some
complexities which are not easily to manage. Q-Balancer® is designed to deal with
these issues and to simplify the architecture of multi-homing network.

The following of the document will describe more about the challenges of
multi-homing network and the solutions to these complexities. In addition, the
features of Q-Balancer® will be described as well.



2. The Challenge

Assuming a network has two ISP links to the Internet, ISP One and ISP Two; this
network design seems traditional and simple, but further analyses prove otherwise, for
some complexities come with this kind of architecture.

Typically, there are two common possible schemes to configure the multi-homing
network mentioned above.

e Assign asingle IP network number to the internal network.

e Each of the two ISP is assigned to the internal networks.

First, Each IP addressing scheme has a unique set of challenges. In the first scheme, in
which a single ISP address range is used, the two ISPs must coordinate and cooperate
in order to route properly for the single subnet. And only one ISP is advertised to
deliver inbound traffic to the network, the other ISP link will never be used for
inbound traffic.

In the second scheme, once the link to ISP One fails, the network with IP range of ISP
One cannot access the Internet.

Second, there is an issue on inbound traffic. What IP address is to be advertised to the
world? For example, if the network has a Web server that belongs to one of the IP
ranges, to name it, IP range one. The Web server is inaccessible from the Internet if
ISP One fails. Advertising two IP ranges to the world might be the solution to this
scenario, but it involves complicated DNS failover mechanism.

Third, some sophisticated routing protocols might handle the outbound traffic over
multi-homing network, but any load balancing decisions they make will not be so
precise as WAN load balance equipments. For instance, when a request from the
Internet comes up, one ISP may provide better path than the other. However, routing
protocols are unable to choose the better path for inbound traffic because they don’t
know the dynamic link conditions.

Finally, VPN traffic cannot be balanced because its connections are monolithic, so if a
link fails, there is no backup route for it even though there are over two ISP links to
the Internet in the multi-homing network. VPN is widely used by enterprises to
provide site-to-site connections to branch offices over wide area network (WAN),
which spans large geographic areas, and to allow mobile users to dial up their
company local area networks (LANS). Since VPN is widely used and increasingly
popular, failover and load balance are important issues over multi-homing network.
The multi-homing network brings complexities that involve addressing schemes, DNS
fail-over mechanism, and routing protocols, but it does provide a certain benefits.
These combinations of above factors cast for the need for Q-Balancer®. The



following will describe the benefits of utilizing the ISP links over multi-homing
network while using Q-Balancer®.



2. The Solutions

Fault Tolerance for ISP Links

Q-Balancer® constantly monitors the status of each link in order to provide
continuous online availability. If a link failure is detected, Q-Balancer® will
automatically route traffic through any available one. In addition, Q-Balancer® will
route traffic through other links if an Internet Service Provider (ISP) struggles with
severe slow-down traffic or congestion. Thus, Q-Balancer® ensures the best
performance in every situation.

Cost-down for connectivity

Though the Dedicated Internet connection provides the higher bandwidth and stability
to enterprises, its price is too high to afford. Broadband connection, such as ADSL,
has been widely used thanks to the low cost. In order to overcome the bandwidth
shortage, multi-homing networks are implemented by enterprises. With Q-Balancer®
enterprises, in order to cut the connectivity cost, are able to deploy two or more
economical broadband connections like 512K/512k ADSL to replace the expensive
leased line. Moreover, enterprises will benefit from the link redundancy so as to avoid
network downtime.

Incremental bandwidth scalability

The shortage of bandwidth will become a more severe problem as enterprises are
growing up. Q-Balancer® allows enterprises to incrementally add more links to
upgrade the bandwidth for overall network environment.

Comprehensive Algorithms

Q-Balancer® sharply dispatches the Internet traffic based on demands of network
environment when making a load balancing decision between ISP links. A variety of
algorithms provided by Q-Balancer® will find the most available and fastest link so
as to optimize the utilization of bandwidth.

Policy-Based load balance

Balancing algorithms, NAT, Firewall, and QoS can be integrated with a single policy.
This enables users to control their Internet connectivity without conflicts among these
setups.

Measuring the paths from End-to-End for each connection
Multi-homing equipment should smartly distribute traffic through the most available



link as well as detour the existing bottleneck in the last mile, the middle mile, and the
first mile. Measuring the last mile will not be enough when there are bottlenecks in
the middle mile or the first mile.

Q-Balancer® provides the visibility from end to end, from source to destination. This
is the “Fastest Way by Destination” algorithm in Q-Balancer®. With the “Fastest Way
by Destination” algorithm, Q-Balancer® can route the traffic through the best link
based on the link status from source to destination. This means Q-Balancer® provides
the fastest and absolutely available link for each connection.

Balance VPN Traffic
Leased line provides high stability and quality, but the cost is too high to afford. Since
the VPN was developed, it has been widely deployed by enterprises to connect to
branch offices. However, this solution comes up with other problems.
e There is no backup route when a link fails at an endpoint because the VPN
tunnels are monolithic.
e  Most broadband connections, such as ADSL, have limited upload bandwidth.
Q-Balancer® supports VPN pass through and trunk. In Q-Balancer’s “Multi-V”
solution, company headquarters deploy a high-performing Q-Balancer® and branch
offices set up a small Q-Balancer®. In conjunction with Q-Balancer® equipments, all
sites balance both incoming and outgoing VPN traffic with Q-Balancer’s “Multi-V”
load balance solution. Enterprises thus benefit from speed-up VPN performance as the
best performing and least-loaded link is selected when a VPN session comes up;
fail-over is automatically handled when an internet connection fails at each endpoint
of the tunnel. Q-Balancer® creates a mesh of VPN connections between two
endpoints. This means the speed of VPN traffic will be doubled or more.
Many kinds of services other than VPN, such as VoIP and video conference, are
supported with uninterrupted connection through the Q-Balancer’s “Multi-V”
solution.

Aggregating upload bandwidth with By-packet function

Although ADSL is much cheaper than the leased line, it provides limited upload
bandwidth. This is obviously a problem to enterprises when hosting Internet services
with ADSL links.

Q-Balancer® can route traffic through the best link when replying, just like other
brands of products do. Unfortunately, a connection only goes through one link even
though the upload bandwidth of other links is available at the same time.

To improve this situation, Q-Balancer® dispatches the traffic of a connection through
all ISP links with its *Server Reply by Multi-Path’ function. This means the upload



bandwidth of all ISP links are trunked like a big pipe when replying.

Redundancy

Q-Balancer® performs over the robust embedded-platform which offers consistent,
highly-stable, and 24/7 continuous operation. The built-in ‘Hardware Watchdog’
function will automatically recover the system when it hangs.

Q-Balancer® also provides HA (High Availability) mode, two Q-Balancers can be
installed in parallel, and one can backup the other. The primary initially works as an
active while the secondary a standby. In case the primary unit fails, the secondary will
shift to active mode to keep connecting to the Internet.

Bandwidth Management

With QoS (Quality of Service), Q-Balancer® has the incoming and outgoing traffic
under network administrators’ control so as to prioritize and guarantee the minimum
bandwidth to the mission-critical applications, and assign lower priority and limit the
maximum bandwidth of the non-critical applications.

With bandwidth management, bandwidth abuse and mindless bandwidth upgrade will
be avoided, and connectivity cost will be reduced.

DoS (Denial of Service) Detection & Prevention

Q-Balancer® is situated at the gateway of network environment. Q-Balancer®
provides DoS Detection and Prevention and assists users to detect and prevent DoS
attacks, like PING flooding, SYN flooding, Connection Overflow, and so on.

For instance, when a connection reaches the limitation of bandwidth, in order to avoid
the abuse of bandwidth, the Dynamic QoS will dynamically apply a pre-defined
policy for it in real-time. Moreover, when a single IP creates too many connections in
a short time, Q-Balancer® will drop and log the IP. Then network administrator is
able to trace the event with the log.

Network Management

Q-Balancer® provides user-friendly GUI interface which facilitates network
administrators to monitor the real time traffic and bandwidth usage. It also provides
diagnosis tools which allow users to trace and examine the links. When links fails,
Q-Balancer® naotifies the network administrators by E-mail alert.

Q-Balancer® supports Syslog Server, with which network administrators can trace all
the events as well as apply it to billing system. This feature enhances the visibility of
network security.

With network management tools, users can easily understand the real time traffic and



the historical view of performance over the network topology.

Risk-less Installation

It is hard to implement multi-homing equipments because the topology needs
changing. If the process of implementation is not going properly, the Internet access
of the entire network will be disconnected. Without a secure plan, only few network
administrators dare take a risk.

With the transparent mode, Q-Balancer® can be implemented without changing the
original configuration of topology. Even if the process of implementation is not going
well, the risk is obviously decreased. To recover the operation of network topology,
all we need to do is simply remove the Q-Balancer® from the network environment.

Supporting a variety of ISP links

ISP provides many sorts of links in order to meet customers’ needs, such as cable
modem, ADSL, Leased Line, and so on. All kinds of links from ISP can be integrated
into Q-Balancer®. Customers have more flexibility and expandability when
considering adding more links.



5. Summary

Multi-homing network is increasingly popular because it provides networks with
better reliability and performance. The ‘better reliability and performance’ is only
achieved if all the links are used collectively. Besides, a multi-homing network design
comes with complexities, say, IP address management, traffic management, DNS
management, and link failure. Q-Balancer® takes all these responsibilities and
optimizes the performance after implemented.

Since this product plays a key role at network topology, we recommend you to
conduct the following steps to check the functionality before buying multi-homing

products.

1. Test download by-connection with Flashget™ that is an accelerated FTP software

2. Analyze the real time utilization of bandwidth by session with Top-N from user
interface

3. Analyze the real-time traffic, historical traffic, and traffic over each link from user
interface

4. Test whether the product can precisely route the traffic to destination through the
fastest link

5. Test installing and removing the equipment without changing configuration

6. Limit the download bandwidth to a certain level and see if it works properly

7. Test if the device prevents abnormal PING or SYN

8. Test if the product balances VPN traffic





